UCONN

HEALTH

UConn Health IT Department

BYOD - Provisioning an iOS Device

A Provisioning Guide for Employee-owned iPhones and iPads
facilitated using the Mobilelron BYOD Portal

Version 5.0 w/ Mobile Application Management



UCONN

HEALTH

Note the following before continuing:

e There is an excellent BYOD resource available for UConn Health users here: https://
health.uconn.edu/information-technology/technical-support/fags/bring-your-own- )
device-byod/

¢ You MUST complete the following items prior to continuing;:

o Know your network sign on credentials:
These are the credentials that you use when signing into your desktop computer.

o Ensure that you are logged into your iTunes account.

o If your device is not cellular equipped, be sure that you are logged onto a secure WI-
FI network (Password Protected). If you are on site at UConn Health, you can log onto
the UConn Health Secure WI-Fi using your network credentials.

o Remove any manually configured UConn Health Exchange Accounts from your
i0S device: settings>Passwords and Accounts>choose the manual
configuration>scroll and choose delete account.


http://health.uconn.edu/information-technology/wp-content/uploads/sites/45/2015/09/BYOD-Apple-ID-Tutorial.pdf
http://it.uchc.edu/products_services/telecomm_voice_services/BYOD-Apple-ID-Tutorial.pdf
http://it.uchc.edu/products_services/telecomm_voice_services/RemoveOutlookExchange.pdf
http://health.uconn.edu/information-technology/products-and-services/telecommunications-and-voice-services/bring-your-own-device-byod/
http://health.uconn.edu/information-technology/products-and-services/telecommunications-and-voice-services/bring-your-own-device-byod/%EF%82%B7You
http://health.uconn.edu/information-technology/products-and-services/telecommunications-and-voice-services/bring-your-own-device-byod/%EF%82%B7You
http://health.uconn.edu/information-technology/wp-content/uploads/sites/45/2015/09/BYOD-Apple-ID-Tutorial.pdf
http://it.uchc.edu/products_services/telecomm_voice_services/BYOD-Apple-ID-Tutorial.pdfoRemove
http://health.uconn.edu/information-technology/wp-content/uploads/sites/45/2015/09/BYODRemoveOutlookExchange12112012V2.pdf
https://health.uconn.edu/information-technology/
https://byod.uchc.edu/manage/
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Complete the following actions to provision your iOS device enabling you to remain both on the UConn Health network
and in compliance with federal and state regulations, i.e. HIPAA.

ACTION RESULT/COMMENT

1.  Select the Safari Browser icon to
display your internet browser.

2. Type https://byod.uchc.edu in the
address bar. Select Go when
complete.

3. Loginto your device management
console using your network credentials.
(These are the same credentials that you use to
log onto your computer)

Any devices that you may already have
registered will be listed. Note: If this is
your first device you will be greeted by
the Request Registration page as illustrated
in step 4.

4. If you are replacing an existing phone or
iPad, scroll to the retire button of the specific
device, choose retire and then scroll past any
remaining devices. Choose only the Request a
Registration Pin button to continue with your
new registration.
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all Verizon & 11119 AM - il Verizon & 1119 AM -
5. Using the drop down menus,complete the ..cqu:o:" Ob::u:hc:dz = e — 2
pin request form that appears. Be sure to sl ciype ok podine. m Mobilelron
enter the mobile number if the device is i s oy
cellular equipped. Please do not check the ] |{}.
notify user by SMS box. Note: Check the e Lorgane o

"My device has no phone number" box if
appropriate. Choose Request a Pin. The

confirmation page will appear. Uiedsase |¥] Registration PIN:@T8998)(valid for 5

Confirmation

1”1 My device has no phone number

o “Your PIN was successiully generated

Phore Number (No space or days) e e
41 leading zero) Username: jpublic #and you are ready to
. . . . . . = Copy your registration PIN and I.Je;emar;'\E‘fjStEr
6. Copy the registration pin that is indicated Operator 3 U .
. . . v register your device.
and then click the https:/mobile.uchc.edu/go ™ e evionts wicsvemrons
. A W1 Notify User By SMS containing reglsiration instructions.
link presented on the same confirmation T ——
page. Carliment Back to Home Page
< o m o < m m o
. . .l Verizon & 1:22 AM @ i Verizon B 11:23 AM -
7. Enter the pin provided on the page & mobile.uchc.edu © & mobile.uchc.edu ©
that appears and then Choose Reg lSter . To configure and secure your iOS device, please
enter the Registration PIN you received in your
email and tap 'Register'.
8. Choose Allow on the dialogue box Registration PIN:

that presents itself. pr—T 3

Mobilelron provides seamless and
secure access to your email, apps, and

This website is trying to open Settings.
to show you a configuration profile. Do
you want to allow this?

Ignore  Allow

Done
1 2z o
o > S,
e . -
0 = < B m O

9. You will be directed to a Profile i zame o
Downloaded notification. Choose my I

Close and navigate to your home screen

where you will choose the settings icon. News Stocks  iTunes Storg
Note: If your device has not been updated ‘ .. n
. . . Profile Downloaded
to i0S version 12.2 then you can skip to o e

the Step 10, Install Profile visual and Close ARpistets S Helg Hoge

2
move forward from there. Q

Wallet Settings
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alvetzonies A2 AM = il Verizon & 9:48 AM (-
10. Scroll to and choose Profile )
Cancel Install Profile >

Downloaded and then install on the Settings
page that follows. Q search
Profile Service
UConn Health Center
John Q Public
@ Apple ID, iCloud, iTunes & App Store Signed by mobile.uchc.edu

Start Using iCloud o Verified

Description Enter device into the UConn Health Center
encrypted profile service

Finish Setting Up Your iPhone [1] Contains Device Enrollment Challenge

roretemmee] <=

Airplane Mode

Wi-Fi UConnHealth-SECURE Remove Downloaded Profile
11. Enter the device lock code R B
when prompted and choose Install
for the next profile installation that

pops up.

Enter your passcode

O 6 6 0 G 06

1
4 5 6
7 8 9 Install
0 & Cancel
12. Choose Install for the Cancel Warning = st |
root certificate notification
and then Trust on the dialogue g i T i
bOX that follows. N0te.’ For certificates on your iPhone.
questions about remote MOBILE DEVICE MANAGEMENT
. Installing this profile will allow the Remote Management
management and/or prlvacy’ administrator at “https://mobile.uchc.edu/ Do you trust this profile’s source to

mifs/c/i/mdm/mdm.html|?c=1073768954" to enroll your iPhone into remote

please contact the Help Desk remotely manage your Phone. DRSS T
and they will refer you to a addhemovssccmunts s resctions, il —
mobility professional that will oy nane
be happy to answer any
questions or concerns that

you may have.

il verizon = 049 AM -

Safari atl 11:23 AM
{ General  Device Management

)
Profile Installed
MOBILE DEVICE MANAGEVENT

UConn Health Center

UConn Health Center

13. Choose Done for the final @ UConn Health Center
. . UConn Health Center

profile installation and return

tO the home screen. Signed by mobile.uchc.edu

Verified v/
Description UConn Health Center - Encrypted Configuration

Contains Mobile Device Management
Device Identity Certificate
4 Certificates

MaAra Nataile
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14. Enter your existing Passcode if
prompted. Choose Continue.

Passcode Requirement
Te change your passcode, first enter
your current passcode,

New passcode
Enter 6 or more characters.

eosend

15. If your device does not
already have a 6 digit pass-
code, you will be prompted to
set one up. Enter your new
passcode, and press enter.

Emergency Continue Emergency Continue

16. Re-enter your passcode
again and choose Save to
confirm the new passcode.

Re-enter your new passcode App Installation
Sign in to iTunes to allow
‘ | “mobile.uchc.edu” to manage and

install apps. G

Note: During or just after
establishing your pin, you
may be prompted to log Emergency
into your iTunes account.
Please move forward with
the log on in order to
facilitate the Mobilelron
application installation.

Cancel

. . T Y ~

17. A series of install prompts for App Installation o Installation
the UConn Health Staple “mobile.uchc.edu” is about to install imobileitichc edu’is about toinstall

. . . . and manage the app “Mobilelron " "
applications like Voalte will Mobile@Work™ Client” from the App EISnanage MIgRpp roa te Me” from

Store. . :
appear. ChOOSC InStall fOI' eaCh Your iTunes account will not be Your g::rzsegiz:l:::szlg;m %
instance. Note: The prompts will CHEREAIBERS O
come in rapid succession and
p Cancel Install Cancel Install

will repeat if you miss the
opportunity to choose install.

18. Apps will begin to appear 11:50 A .
shortly thereafter. Note: For O ‘, @ O '
EPIC EHR applications like Haiku ' Pod!asts oyl e -
and Canto, please contact the help Podcasts Photo Booth

8

desk at EXT 4400 to be directed to
the mobile support team for 3 B
additional provisioning steps. If g 2
this is a replacement device and R 4 o
you were already using EHR ' '
applications, these will install

automatically.

Contacts il Utilities

Workspace Loadin DynaMed Plus

<l @) &

Lexicomp  Apps@Work  Installing... |

miclC
v »

.-

%)

Loading




UCONN

HEALTH

ACTION RESULT/COMMENT

19. You will beging receiving email almost

immediately after you have finished with

with your password confirmation.

Phone Mail Safari Music

20. Please choose the Mobilelron client icon
to ensure that you have established full

oe . Lexicomp  Apps@Work Tunnel
connectivity and compliance.

&

Docs@Work Mobilelron Web@Work

ail Verizon = 11:54 AM P =

21. The Mobile@Work page vobile@work
will display, indicating your
device status. You can now @ Connection established

@ Device in compliance

return to your home screen
and resume mobile tasks.

Note: Clinical personnel replacing an
existing device using E-Prescribe

will need to contact the help desk to have
a mobility professional register and

provision the new device with Imprivata e @ b
ID. A 0 O o

Congratulations! You have successfully provisioned your iOS device!
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Revision History

Please itemize all material changes to this document in the table provided. It is not necessary to document modifications
encompassing only spelling, punctuation, or other minor, non-material edits in the Revision History table.

Version Date Description Author
12/14/2012 Document creation S. Trites
01-03-12 Document Edit (added Hyperlinks) M. Petruzzi
09-19-14 Version2 Core 7/i0S8 update M. Petruzzi
09-23-16 Core 10 updates/iOS10 M.Petruzzi
04-13-18 MAM Behavior updates M Petruzzi
05-02-18 Change UConn Health logo/manage Hyperlinks M. Petruzzi

03-26-19 New BYOD Registration Process M.Petruzzi
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