UCONN

HEALTH

UCONN HEALTH IT DEPARTMENT

BYOD - Provisioning for Android Enterprise

A Provisioning Guide for Employee-Owned Android
Devices using the BYOD portal at UConn Health

Android Enterprise Version 2.0
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Note the following items before continuing:

There is an excellent resource available to assist UConn Health end users with the provisioning
process. It can be found online at https://health.uconn.edu/information-technology/products-and-
services/telecommunications-and-voice-services/bring-your-own-device-byod/

If you have an existing UCHC Exchange Account — you must remove it prior to provisioning.

Similar Android versions can differ greatly between phone models and manufacturers.

A security warning may display if you attempt to access the byod.uchc.edu website. Continuation will
not harm your phone.

You will need to enter the server name mobile.uchc.edu if prompted.
You will need your Domain Name and Password to continue.

You will need to decide and have a thorough understanding of your device’s capability and intent to
access and utilize confidential information.

Choose NO if prompted to save your domain credentials.

The self-registration experience on any Android phone can, and will be different, even on two identical
phones.

Turn off Wi-Fi on your device during the registration process if it is accessing the UConn Health
Secure SSID. ( See notification below)

You will need to accept any certificates presented.

Important: Please "forget" your UConn Health Secure WI-FI settings before starting. This can be accomplished by

going to your connections and then WI-FI where you will choose advanced. From there you can choose network
management and then select and choose forget for each instance of UConn Health Secure Wi-Fi. You will need to
temporarily enable cellular data in order to move forward and once you have completed the registration process,
MobileIron will automatically log onto the UConn Health Secure WI-FI.

The following example details the primary components of a generic Android BYOD
registration using a Samsung Galaxy S8. Actual illustrations will vary by device and
manufacturer).


athttp://its.uchc.edu/Help/BYOD.aspx
http://health.uconn.edu/information-technology/technical-support/faqs/bring-your-own-device-byod/
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g Please be sure to have the latest version of Android installed

ACTION RESULT/COMMENT

Note: You will need to be added to the Android Enterprise User
Group in the Active Directory Prior to moving forward.

Please contact the help desk on ext 4400 and ask that a work
order requesting Android Enterprise be created for the mobility
team. A mobile support professional will add you to the work
group and then contact you to confirm and offer assistance if

needed.

1. Open your browser from the home screen.

2. Type https://BYOD.uchc.edu in
the address bar and choose Go on
the phone keyboard.

=AW P

Plantsville
Updated 10/16 6:20 AM O

§=000

Google  Voicemail  Play-Store Email LinkedIn

B <
(i) ICI oo 1S
Calendar Messenger Arlo Camera

a
i @ @ =
Ring Phone Camera Message+

~ o ¢

AE @@ AF 3RNGF.055%89:05AM

byod.uchc.eduy| (%)

byod.uchc.edu
byod.uchc.edu

UConn Health Center - Manage Your Devi
byod.uchc.edu/manage/

R

byod.uchc.edu

® ¢ B v

11234516 718)9]0
qgwe rtyuiop
afsfidifiaglhlijlk]!
T lzIxfclv]b]n]|m

W,/ EN(US)
=

(] N2

L


https://BYOD.uchc.edu

3.

UCONN

HEALTH

I ACTION RESULT/COMMENT

Log onto your mobile device management
console using your network credentials.
(These are the same credentials that you use
to log onto your computer).

Any devices that you may already have
registered will be listed. Choose Never
when prompted to save your password.

Note: If this is your first device you
will be greeted by the Request
Registration Pin page.

If you are replacing an existing
device, scroll to the retire button of
that specific device, choose Retire
and then scroll past any remaining
devices that may be listed. Choose
only the Request a Registration
Pin button to continue with your
new registration.

m Mobilelron

Username

Password

SIGN IN WITH PASSWORD

@

Aa#A8M - 3NE T .u31%88:35AM ALAS8H - 3NE T <.31%B8835AM

(> @ ntps:/mobile.uchc.edu (@) ()} @ ttps/mobile.uchcedu ()

@ Mobilelron

Need to register another device?

iPhone XS

Company Owned

Active
23 minutes 21 seconds ago —
+18604713770 ==

Version i0S12.1.4
Carrier AT&T
IMEI  356169097476652
Manufacturer  Apple
Registration Date  2019-02-13 03:34:32 PM EST

Your organization requires you to have a valid
PIN to register a device.

Request Registration PIN

On your mobile device, visit
https:/mobile.uchc.edu/go

O+ Save password? X

Passwords are saved in your Google Account
s0 you can use them on any device

wtl Verizon & 11:18 AM - SM-G950U
Employeo Owned
& mobile.uchc.edu ¢ = Active Vs o
i 19 minuts 32 econds ogo GarirVerizon
o IMEI - 354023081994166.
(a00) e81-0472 Manutacuer Sams

@Mobllelron e @ ® G

Need o register another device?

iPhone XS
Company Owned
= Active
] 3 hours 17 minutes ago = -
=
+18604713770

Version i0S12.1.4
Carier  AT&T
IMEI  356169097476652
Manufacturer - Apple
Registration Date  2019-02-1 3634:32 PM EST

Lock  Unlock  Locate of More
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6. Complete the pin request form that RLAGE o sue s aangsea o Confirmation

appears using the drop down menus. O GEEEEEED @ i
. . Your PIN was successfully generated.
Be sure to enter the mobile number if Pratform 9 . i
. . | Android = Registration PIN: 788422 (valid for 5
the device is cellular equipped. Do not o days)
. - Device Language - .
check the "notify user by SMS box". Engish - Username: jpublic
Choose Request a Pin 1 My devio hs nophone nmiber By egson PN na VS
On your mobile browser, visit https:/mobile.uchc.edu/go
Country G to register your device.
United States N In addition, jpublic@uchc.edu will receive an email
containing registration instructions. If you selected the
:1‘;?: "‘Z"e':l')l;er (No space or "Notify User By SMS' option, then an SMS message with
+1 9 the registration link will be sent to 860-555-1212
. . . . > | 8606819472
7. Copy the registration pin and then click operstor o
the link https://mobile.uchc.edu/go [verzon v
located on the same page. T
i
Cancel
. : AAaASMm - BNE@ T32%88:37 AM ALA8Mm - 3RNG T .033%88:38AM
8. Choose the Google Play icon and it
(Y @ attps:/mobile.uchc.edu : < Q

will take you to the Mobilelron
application download. Bl Mobile@Work
pp l“ Mobilelron Mo(;ilellr(:n o @

Business
INSTALL

Register your device for work

To register your Android device, first
download and launch the Mobile@Work
app from the Google Play store.

9. Choose install and then open the BLAGE - $RO T .0 33%8839AM
. . . ANDROID APP ON
Mobilelron@Work application '\ Google play c Q
Then follow the on-screen instructions and — Mobile@Work
any additional information provided by F Mobilelron
your administrator. (A\)
Business
Mobilelron provides seamless and
secure access to your email, apps, and UNINSTALL
content.

10. Choose " Or register with URL" enter
mobile.uchc.edu for the server and then
choose Next

nNeAlm - SRex - @ 8:

_— Get Ready for Work

with Mobilelron

To configure and secure your device, enter
your company's server URL

SERVER URL

mobile.uchc.edy| <=1

-
© & ] g & v
121345067018 9140

Get Ready for Work
with Mobilelron

To configure and secure your device, enter
your company email

q'w'ert/yui

COMPANY EMAIL

Email

[ >{Or register with server URL

alstdlflalnlilcly

T WzIxcvib]nmi<

1#1 ; English (US) . | Done
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Read the information dialogue,

click OK and then choose DENY or
ALLOW . Note: Choosing deny
will not negatively impact
Mobilelron functionality except in
circumstances where we need to
search the database by phone
number or IMEI number

Please read the Privacy
statement, choose
Continue , enter your
network credentials and
then choose Sign In.

Allow Mobilelron to
go through a series
of automated setup
screens.

14. Choose Continue and then Accept on
the work profile creation acknowledgment
screens.

Mobile@Work requires access to
information about your device,
such as its IMEI and phone
number, which will be shared with
your IT administrator.

On the following screen(s), you
will be asked to grant permission
for Mobile@Work to gather this
information. The screen(s) may
specify information related to
managing phone calls.

Mobile@Work will not make or
manage phone calls.

=

02433 - BRE T < a34% 0841 AM
|_B Secure Mobility

Mobile@Work will not access personal
content such as your personal email,
photos or voicemail

Cd oevice Details
Your company requires some general
device details to provide secure
mobility services

84 Remote Security
If your device is lost or stolen, you
and your company can take security
measures to protect your data

£ Learn More
You can find more details after
registration, under Settings >
Your Privacy

Your Privacy is Important

Don't worry! Your company cannot
access your personal data

| oed]

FLHSD - AR 3550843 an

SIGN IN

Configuration Required

Mobile@Work configuration required. Tap to begin.

[« N *

©® Create Work Profile

Android enterprise (AFW) creates a separate
work profile to access work data and keeps
it separate from your personal data. In the
next steps, you will be guided to set up your
Android enterprise (AFW) profile.

=2>| CONTINUE

Allow Mobilelron to
make and manage
phone calls? o

<
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Jin RS - EANY ]

Device Status

Please wait...

We are checking your device for any
Mobile@Work updates.

3 RS 65% @9:27 AM

Set up a work profile

To set up a work profile that will be managed
and monitored by your organization,

read and agree to the following.

Knox Terms and Conditions

Samsung Knox Privacy Policy

CANCEL => | acopt >
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% @ 8:44 AM

)

15. Allow Mobilelron to speed
through a series of processing
screens.

16. Devices that do not have a lock
code will be compelled to set one
up by choosing to Continue.
Mobile Iron will then default to the
check updates screen. Once the
"Currently there are no updates
needing your attention" appears
you can go to step 17 below.

17. Locate the WorkSpace folder if
icon in your application list and
move it to your home screen.

18. Open the folder and choose the
Mail icon.

Note: It can take up to 10 minutes for
WorkSpace to appear. Some phone
versions will not populate the workspace
icon, setting the work space icons into the
normal application list. You can identify
them by the small lock symbol on the
lower right hand side of the icon. Other
phones will label the WorkSpace folder as
simply, Work.

- 3RI@ T 36% @ 8:44 AM ALA8M-- aiNe T

Device Status

Creating Work profile... O

Work apps have a

badge on their icon.

Please wait...

Mobile@Work updates

aill 36%

We are checking your device for any

CCRTOE B e

eNnNOR® % al 874 M101 PM

= Device Configuration Status = Device Status
Setnew PIN

SM-G950U

¥ Lock Screen Preferences

et up the lock

Confirm new PIN

Make isible

:> | cancel ok

.l 51% @ 10:08 AM Eems - @iNe =
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HA - BINE T .486%09:44 AM

19. Choose Allow to facilitate
access to your contacts.

Enter Password

Username

John Q Public

Password
| XHXXOXXXXXXXXXK

20. Enter your password when prompted.

Attempting to sync work data. Please
be patient.

(This is the same password that you use to —
access your work computer.) B o ooty 2
DENY  ALLOW Q& v

12134567 )8]9])0

+I=1%1_111<]>
@ #$ /"8
2 <
Orow crop Share
|
@) Mobilelron = (] N =

ALE - @3RG T il 37% B 8:48 AM

B Inbox (4) Q

21. Your email should begin syncing shortly
: mobile 8:43 AM
after entering your password. Completed: Mobi istration for .

Congratulations! Your phone (8606819472)
is now registered for mobile access with

mobile 8:37 AM
UConn Health Center device registration...

UConn Health Center is using Mobilelron's
Platform to enable access to corporate

mobile 8:36 AM
UConn Health Center device registration...

UConn Health Center is using Mobilelron's
Platform to enable access to corporate

UConn Health IT Service De... 8:00 AM

Incident has been created. Assign po.. /7
When replying, type your text above this line
Thank

UConn Health IT Service De... 7:57 AM
Your Ticket, “Add 212 residents to th.. /7

When replying, type your text above this line.
Your

UConn Health IT Service De... 7:39 AV
NEW TICKET ASSIGNED Hand Held D... /7

When replying, type your text above this line.
A new

@ ® ® O O

Congratulations! You have successfully provisioned your device for email, calendar and Wi-Fi acquisition!
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Please itemize all material changes to this document in the table provided. It is not necessary to document modifications
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Version Date Description Author

11/5/2018 Document creation M.Petruzzi
4/8/2019 Android Enterprise Work flow change M.Petruzzi
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