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PARTICIPATION AGREEMENT 

 

This Agreement sets forth the terms applicable to your participation in an educational experience (the 
͞Experience͟Ϳ at UConn Health͘  

Section 1: Policies and Procedures  

You are required to follow and abide by all UConn Health policies and procedures applicable to your 
Experience. You must participate and complete all required orientation and training programs before 
beginning your experience.  Your compliance is vital for ensuring the safety of patients and staff. Copies 
of UConn Health͛s policies and procedure are available at https://health.uconn.edu/policies/.   

Section 2: Confidentiality  

You must protect patient privacy and maintain the confidentially of medical records and data is 
extremely important. You are required to read and complǇ with UConn Health͛s PolicǇ of Confidentially 
and will hold patient, personnel and UConn Health organizational information in confidence. This 
obligation to maintain confidentiality continues even after your Experience ends. You are required to 
report violations of UConn Health͛s PolicǇ of ConfidentiallǇ to UConn Health Privacy and Information 
Security Officers.  

Section 3: Health Insurance  

You are required to have health insurance to participate in an Experience and will be financially 
responsible for any medical expenses you incurred while participating in an Experience.  By signing this 
agreement, you acknowledge your responsibility and agree to maintain health insurance for the 
duration of the Experience.  

Section 4: Consent to Disclosure of Records   

You acknowledge that UConn Health will need access to your educational records (e.g., transcript, 
disciplinary records, recommendations and immunization records) which are maintained by your 
educational institution and are subject to the FamilǇ Educational Rights PrivacǇ Act of ϭϵϳϰ ;͞FERPA͟Ϳ͘ 
You consent to the disclosure of your educational records to UConn Health personnel, to the extent 
necessary, to secure or to undertake your Experience. Such information may be released orally or in the 
form of copies of written records. UConn Health will not share your records with any third party unless 
you provide written consent or as may be required by law.  

Section 5: Photography  

You authoriǌe the UniversitǇ of Connecticut͕ including UConn Health ;͞UniversitǇ͟Ϳ to record 
photographs or likenesses of you on any medium and to use, reproduce, modify, distribute, and publicly 
exhibit such recordings, in whole or in part, without restriction. You further consent to the use of your 
name and biographical material in connection with such recordings. You waive any right you may have 
to inspect or approve any photographs or other likenesses of yourself. 

Section 6: Employment Disclaimer  

You acknowledge that your participation in an Experience at UConn Health will not be considered as an 
employee of UConn Health for any purpose. You will not be entitled to receive any compensation or 

https://health.uconn.edu/policies/
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benefits available to UConn Health employees.  You will not qualify for workers͛ compensation benefits͕ 
vacation, sick time, or any other benefit of employment.  

 
Section 7: Violation of Terms and Dismissal  

You acknowledge that your participation in an Experience at UConn Health is contingent upon you 
complying with the terms of this agreement. You understand that if you fail to comply with any term, 
UConn Health can terminate your Experience and dismiss you.  

 

I hereby understand and consent to the terms and conditions as stated in this agreement.  

 

______________________________________________  

Participant Signature        Date  

 

______________________________________________  

Full Name (print)        

 

 



 

Educational Experience Liability Release Form (“RELEASE”) 

I have chosen to participate an educational experience. I have been made aware of the risks of participating 
in the experience including, but not limited to, exposure to various instruments, devices, equipment, 
machinery malfunction, furnishing, pharmaceuticals, chemicals as well as blood and body fluids and other 
potentially infectious materials, radioactivity, fire, explosion, slip and fall, crush injury, electric shock. I 
further understand that such exposure can cause serious illness, bodily injury, death, property damage or 
other risks that may not be foreseeable. 

I understand that the University of Connecticut, including UConn Health, and its trustees, officers, 
employees, and agents (collectively the “University”) is not responsible for my safety and I am not required 
to participate in this experience, but that I want to do so, despite the possible dangers and risks and despite 
this RELEASE.                                                                                                                                                                                                                                                                                                                                                                  

I therefore agree, in consideration of and return for the services, facilities, and other assistance provided 
to me as by UConn Health in this experience, to RELEASE State of Connecticut and the University from any 
and all liability, claims and actions that may arise from injury or harm to me, from my death or from 
damage to my property in connection with my participation in this experience. I further agree to save and 
hold harmless, indemnify and defend the State of Connecticut and the University from any claim by my 
family or me or by others arising out of my participation in this activity. 

I also agree to indemnify and hold harmless the University from any and all claims, actions, suits, 
procedures, costs, expenses, damages and liabilities, including attorney’s fees brought as a result of any 
injury I may cause to third parties during, or as a consequence of, my participation in the experience. 

I acknowledge that this experience will require travel and understand and agree that I am solely 
responsible for my own transportation to and from the experience and accept all risks associated with 
travel, including but not limited to, transportation delays, fare changes, missed connections, injuries 
(including death), losses, weather, or other circumstances beyond the control of the University.  

I acknowledge that this experience will require that I am current with immunizations and am in good 
health and free of any communicable disease (i.e. two measles and mumps immunizations, MMR, if born 
on or after January 1, 1957 – one vaccine after 1980; current immunization for rubella or an immune 
laboratory titer; a TB Skin Test, PPD, not more than one year old, or documentation of treatment and 
resolution of active or latent TB or documentation of a negative chest x-ray after a positive PPD; 
current varicella titer or verbal history of varicella/chickenpox; completion of a Hepatitis B vaccination 
series; adult Tdap; and up to date influenza immunization.) By signing this RELEASE, I am verify that I am 
current with immunizations, am in good health and free of any communicable disease. 

I recognize that this RELEASE means I am giving up, among other things, rights to sue the State of 
Connecticut and the University for injuries, damages, or losses I may incur. I also understand that this 
RELEASE binds my heirs, executors, administrators, and assigns, as well as myself.  I further understand 
and agree that no oral or written representations can or will alter the contents of this document. 

I understand that this agreement shall be governed by the laws of the State of Connecticut (excluding its 
conflict of laws principles), which shall be the forum for any lawsuits filed under or incident to the 
experience. 

 

 



 

THIS IS A RELEASE OF YOUR RIGHTS. READ CAREFULLY BEFORE SIGNING. 

I have read this entire RELEASE, I fully understand it and I agree to be legally bound by it. 

Participant’s Signature:  ______________________________Date: ________                                                                                                                                                 

Participant’s Name: ______________________________________________ 

If Participant is under 18 years old: 

Parent/Guardian’s Signature: _________________________ Date: ________          

Parent/Guardian’s Name:__________________________________________                                                                                                                                        

By printing and signing my name, I attest that I am the parent and/or legal guardian of the participant, that 
I am authorized to act on behalf of and legally bind the participant and that the signature or agreement of 
another parent/guardian is not required. I have also read the Educational Experience Liability Release and 
consent to the above statements. 

 

 

 

 

 

Internal Use Only  

Date(s) of UConn Health Experience: ___________________________________________________ 

UConn Health Host Signature: ________________________________________________________ 

UConn Health Host Title: ____________________________________________________________ 

 

 

Please note: The hosting department will maintain this individual’s record for a minimum of 5 years 
from date of termination, in accordance with the state of Connecticut’s record retention policy. 

Revised: 4/09, 5/10, 5/11, 5/12, 5/13, 2/14, 12/14, 5/15, 1/18. 
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New Employee Orientation

UConn Health | April, 2020

Please note, this guide does not 
establish or imply contractual 
obligations. While every e!ort 
has been made to address the 
many related issues and ensure 
the accuracy of the guide, it 
is recognized that it may not 
be all-inclusive and does not 
constitute a legal document 
or a contract. This guide was 
prepared for informational 
purposes only and does not 
establish terms and conditions 
of employment. Changes to the 
guide will be communicated 
through normal communication 
channels and advance notice 
may not always be possible. 
Upon request, Human 
Resources will provide o"cial 
interpretation of any section. 
If there is a conflict between 
this guide and the applicable 
statute, or other primary source, 
the primary source shall prevail. 
 
Dev: 07/14

Human Resources 

263 FARMINGTON AVENUE 
FARMINGTON, CT 06034-4035 
health.uconn.edu/human-resources 
860.679.2426

health.uconn.edu

UConn Health is a vibrant, integrated academic 

medical center that is entering an era of 

unprecedented growth in all three areas of its 

mission: academics, research, and clinical care. 

A commitment to human health and well-being 

has been of utmost importance to UConn Health 

since the founding of the University of Connecticut 

Schools of Medicine and Dental Medicine in 1961. 

Based on a strong foundation of groundbreaking 

UHVHDUFK��´UVW�UDWH�HGXFDWLRQ��DQG�TXDOLW\�FOLQLFDO�

care, we have expanded our medical missions 

over the decades. In just over 50 years, UConn 

Health has evolved to encompass more research 

endeavors, to provide more ways to access our 

superior care, and to innovate both practical 

medicine and our methods of educating the 

practitioners of tomorrow.

For compliance        
purposes you 
must sign the 
self learning 

acknowledgement 
and submit it to 
Human Resources.

MEDICINE DOES NOT 
CHANGE UNTIL WE 
CHANGE IT.

Welcome to UConn Health

Welcome! You are an important addition to 

UConn Health and we are pleased you have 

chosen to be part of this very proud academic 

university health center with dedicated and 

talented employees who work hard in support 

of UConn Health’s mission and goals. The 

knowledge and experience you bring will 

support patients, students, faculty and your 

fellow staff members. We are commited to 

providing a working, learning and patient 

environment that is inclusive and welcoming.

This Self Learning Orientation is designed to 

provide you with the general knowledge and 

resources you will need in order to accomplish 

your goals in your new position. Thank you 

for selecting UConn Health and joining us in 

our dedication to helping people achieve and 

maintain health lives and restoring wellness/

health to maximum attainable levels.

Now, please take a moment to watch Dr. 

$QGUHZ�$JZXQREL��&KLHI�([HFXWLYH�2I´FHU�DQG�

([HFXWLYH�9LFH�3UHVLGHQW�IRU�+HDOWK�$I´DLUV��

welcome you to UConn Health and hear about 

how we consistently persue excellence and 

innovation in our great organization.

http://health.uchc.edu
https://www.youtube.com/watch?v=E5fzVXMnXtY
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About UConn Health

A commitment to human health and well-being 

has been of utmost importance to UConn 

Health since the founding of the University 

of Connecticut schools of Medicine and 

Dental Medicine in 1961. Based on a strong 

IRXQGDWLRQ�RI�JURXQGEUHDNLQJ�UHVHDUFK��´UVW�

UDWH�HGXFDWLRQ��DQG�TXDOLW\�FOLQLFDO�FDUH��ZH�

have expanded our medical missions over the 

decades. In just over 50 years, UConn Health 

has evolved to encompass more research 

endeavors, to provide more ways to access our 

superior care, and to innovate both practical 

medicine and our methods of educating the 

practitioners of tomorrow. 

Watch the video below and learn more about 

the great insitution you have chosen, UConn 

Health.

Policies & Resources
health.uconn.edu/policies

Compliance OIE HR IRB IT Police
Institutional Rules of of Conduct

Healthy 
and Safe 
Workplace

Drug-Free Schools & Campuses Act and Drug-Free  
Workplace Act
Attendance, Sick Leave Standards, and Procedures

Background and Sanctions Check

&RQ¿GHQWLDOLW\

Smoke and Tobacco-Free Workplace

Workplace Violence Prevention

(ႇHFWLYH�&RPPXQLFDWLRQ�ZLWK�'HDI�DQG�+DUG�2I�+HDULQJ�3DWLHQWV

Non- 
Discrimination 

$ႈUPDWLYH�$FWLRQ��1RQ�'LVFULPLQDWLRQ�DQG�(TXDO� 
2SSRUWXQLW\
HIV/AIDS Non-Discrimination

3HUVRQV�ZLWK�'LVDELOLWLHV

Discrimination, Harassment, and Related Interpersonal Violence

Use of State 
Resources

Disposition of Public Records

Electronic Monitoring

Acceptable Use, UConn Health

&RQÀLFWV�RI�
Interest and 
Research 
Misconduct

(PSOR\PHQW�DQG�&RQWUDFWLQJ�IRU�6HUYLFH�RI�5HODWLYHV

,QVWLWXWLRQDO�&RQÀLFWV�RI�,QWHUHVW�LQ�5HVHDUFK

,QGLYLGXDO�)LQDQFLDO�&RQÀLFWV�RI�,QWHUHVW�LQ�5HVHDUFK

5HYLHZ�RI�$OOHJHG�0LVFRQGXFW�RI�5HVHDUFK

UConn Health policies website, health.

XFRQQ�HGX�SROLFLHV��LV�ZKHUH�\RX�ZLOO�´QG�

DOO�WKH�RI´FLDO�8&RQQ�+HDOWK�SROLFLHV�WKDW�

govern the daily activities of our UConn 

Health community. It is recognized that 

these policies are not all-inclusive and do 

not consistute a legal document or contract. 

7KH�2I´FHV�RI�&RPSOLDQFH�DQG�$XGLW�	�

Management Advisory Services are available 

IRU�DVVLVWDQFH�ZLWK�TXHVWLRQV�RQ�DQ\�RI�WKH�

policies listed here.

Please note, violations of UConn Health 

policies may be cause for disciplinary 

action up to and including dismissal. A 

supervisor’s failure to enforce a policy does 

not excuse an employee or non-employee 

from complying with it, nor does it prevent 

UConn Health from taking disciplinary action 

thereafter. As part of your orientation, 

\RX�DUH�UHTXLUHG�WR�UHDG��XQGHUVWDQG��DQG�

comply with each of the UConn and UConn 

Health policies listed below. Click on each 

policy to open and review.

https://www.youtube.com/watch?v=Fj0upnTRF7Q&feature=youtu.be
http://health.uconn.edu/policies
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_03.pdf
https://policy.uconn.edu/wp-content/uploads/sites/243/2018/01/Jan2018-DFSCA.pdf
https://policy.uconn.edu/wp-content/uploads/sites/243/2018/01/Jan2018-DFSCA.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2015_08.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2001_03.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_43.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2010_02.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2017/07/2017-02-Workplace-Violence-Prevention.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2017/07/2016-04-Effective-Communication-with-Individuals-who-are-Deaf-or-HoH.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_44.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_44.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_45.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_46.pdf
https://policy.uconn.edu/2015/12/29/policy-against-discrimination-harassment-and-related-interpersonal-violence/
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2008_01.pdf
https://health.uconn.edu/human-resources/wp-content/uploads/sites/24/2020/04/10_state_electronicmonitoring.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2019/09/2019-01-UConn-Health-Acceptable-Use.pdf
https://policy.uconn.edu/2011/05/24/employment-and-contracting-for-service-of-relatives-policy-on/
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2009_03.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2006_01.pdf
https://policy.uconn.edu/2014/06/06/policy-on-alleged-misconduct-in-research/


6 | New Employee Orientation New Employee Orientation | 7

How Will I?

Partner with your leader to identify 
your initial assignments; the purpose 
of your work; how it fits into your 
department’s overall mission and 
goals; and how you can begin 
making immediate contributions.

re•mem•ber
/ri-mem-ber/ verb.

President

Associate  
Vice President 

Institutational Equity

Vice  
President 

Communications

Vice President and 
Chief Information 

2I´FHU

Chief 
Communications 

Officer

Vice President 
Patient 

Experience

Compliance 
2I´FHU

Medical 
Director 

UConn Medical 
Group

Vice President 
UConn Medical 

Group

Chief  
Counsel

Chief  
Information 
2I´FHU

Associate Vice 
President & Chief 
&RPSOLDQFH�2I´FHU�

University Compliance

General 
Counsel

As you continue your 
professional journey at 
UConn Health, take the 
time for yourself in a 
week, in a month, in six 
months and annually 
to assess how well you 
align with our mission 
and values.

Building Relationships

Our Purpose.
Clearly Defined.

Mission
Serve through healing, teaching, and discovery.

Vision
Leadership in clinical excellence through service, innovation, and education.

Values
Recognize and support excellence.
Realize the maximal potential of our students, faculty, and sta!.
Promote professionalism, compassion, diversity, and social responsibility.
Promote innovation in discovery, education and health care delivery, and  
health promotion.

Understanding how we relate to other 
people is a part of our plan for success.

Chief Executive 
2I´FHU��([HFXWLYH�

Vice President  
Health Affairs

Provost and Executive 
Vice President for 
Academic Affairs

Executive 
Vice President 

Administration &  
&KLHI�)LQDQFLDO�2I´FHU

Senior Director 
Governmental 

Relations

Director  
Governmental 

Relations, Health 
Affairs

Vice  
President Research

Associate Vice 
President & Chief 
Human Resources 

2I´FHU

Dean 
School of 
Medicine

Dean 
School 

of Dental 
Medicine

Associate 
Vice 

President 
Research

Chief  
Financial  
2I´FHU

Vice 
President 

Human 
Resources

CEO John 
Dempsey 
Hospital

Chief  
Administrative 

2I´FHU

President
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Keeping Safe
Wearing of employee identification 
badges while at UConn Health is a safety 
essential for all employees, faculty, 
students, volunteers, and contractors. 
You must wear your identification 
card at all times while on campus. 

The Parking and Transportation Department  
can help you with any badge issues at: 

Upper Campus - Main Building Room LG041 
Tuesday 6:30 to10:30 am, Wednesday 11:30 
am to 3:30 pm Thursday 6:30 to 10:30 am

Lower Campus - Administrative Services 
Building (3rdFloor Room D3500) 
Monday - Thursday 9:00am to 3:00pm 
Monday, Wednesday, or Friday, from 
8 to 10:30 a.m. or 1:30 to 3:30 p.m. 

Getting Around

Parking
The Parking and Transportation 
Department is committed to providing safe, 
convenient, and environmentally friendly 
parking and transportation solutions 
for the UConn Health community.

Visit health.uconn.edu/park for all your  
parking resources.

P

Environmental Health & Safety

One More Step
Thank you for completing your UConn 
Health Self Learning New Employee 
Orientation. To attest to this training, 
please sign a copy of the self-learning 
acknowledgement and submit it to 
the appropriate, authorized UConn 
Health representative. Also contact your 
representative regarding additional 
training you may need to complete.

Welcome to UConn Health!

UConn Health’s Environmental Health and 

6DIHW\�VHUYLFH�XQLW�RI�WKH�2I´FH�IRU�5HVHDUFK�

is dedicated to the health, safety and welfare 

of our research, medical, dental, and support 

FRPPXQLWLHV�LQ�WKH�´HOGV�RI�HQYLURQPHQWDO�

safety, biological safety, chemical safety, 

radiation safety. The Environmental Health 

and Safety unit is available for assistance with 

TXHVWLRQV�DW��������������

5HDG�DQG�UHYLHZ�WKH� 

Environmental Health and SafetyProcedures

http://health.uconn.edu/park
https://health.uconn.edu/human-resources/wp-content/uploads/sites/24/2020/04/form_sl_acknowledgement_neo.pdf
https://health.uconn.edu/human-resources/wp-content/uploads/sites/24/2020/04/form_sl_acknowledgement_neo.pdf
https://ovpr.uchc.edu/services/rics/ehs/procedures/chc.edu/services/rics/ehs/procedures/
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Key Contacts
Bursar     860.679.3945 
health.uconn.edu/finance/bursar
Compliance, University  860.679.1969 
university compliance@uconn.edu 
compliance.uconn.edu
Compliance, Healthcare  860.679.1802 
compliance.o"cer@uchc.edu 
health.uconn.edu/healthcare-compliance
Compliance, Healthcare Privacy 860.679.7226 
privacyo"ce@uchc.edu 
privacy.uconn.edu/health/uconn-health
Child Care Center    860.679.2124 
health.uconn.edu/creative-child-center
Emergency Closings  860.679.2001  
health.uconn.edu/closing-and-cancellations
Employee Assistance Program  860.679.2877 
health.uconn.edu/occupational-environmental/
employee-assistance-program
Harassment/Discrimination 860.679.3563 
equity.uconn.edu 

Information Technology  
Help Desk        860.679.4400 
health.uconn.edu/information-technology
Logistics Management        860.679.1958 
opa.uchc.edu
Police           860.679.2121 
publicsafety.uconn.edu/police

HR Employee Resource Center 

860.679.2426 
HR-EmployeeResource@uchc.edu 
Monday through Friday, from 8 a.m. to 4:30 p.m.

The Center serves as a one-stop hub for various 
employee inquiries, providing prompt and thorough 
assistance to faculty, sta!, and retirees. Dedicated 
Employee Resource Specialists answer employees’ 
questions and provide information about health 
insurance, tuition programs, payroll deductions, 
supplemental benefits, pension contributions, and 
much more. If the question can’t be answered 
immediately, employees will receive a status update 
within 24 hours.

Emergency Alerts
Emergency Closings
860.679.2001 | 860.486.9292

health.uconn.edu/closing-and-cancellations 
The nature of UConn Health’s activities requires that 
emergency closing decisions be made ONLY by UConn 
Health. General closing announcements from any other 
State o"ce, including the Governor’s o"ce, do not 
constitute authorization for any UConn Health unit to close 
or any UConn Health employees to be absent from work. 
Unless o"cially notified in accordance with this policy, all 
UConn Health units must maintain normal operations. Call 
the UConn Health Hotline to find out the status of work that 
day. Correctional Managed Health Care sta! are to follow 
policy 2001-01.

UConnAlert

alert.uconn.edu 
UConnAlert is the on-demand mass notification service 
in use at UConn Health. It supplements our existing ways 
of notifying the entire UConn Health community of storm 
closings, construction-related disruptions, and other 
important news. All employees, students, residents, and 
others on campus automatically receive notifications via 
their available UConn Health e-mail address, work phone 
number, mobile number and home number. 
Reference: Emergency Closing Policy, health.uconn.edu/policies/wp-content/uploads/
sites/28/2015/07/policy_2001_02.pdf

Good Security 
Practices are Critical
It is your responsiblity to keep UConn 
Health confidential data secure. Remember, 
UConn Health electronic messaging systems are 
not for personal use. Email spam and phishing pose 
extreme risk to UConn Health so do not click on 
unsolicited links or attachments in messages. When 
in doubt, call the IT Help Desk at 860-679-4400.

http://health.uconn.edu/finance/bursar
mailto:compliance.uconn.edu
http://compliance.uconn.edu
mailto:compliance.officer@uchc.edu
http://health.uconn.edu/healthcare-compliance
mailto:privacyoffice@uchc.edu
http://privacy.uconn.edu/health/uconn-health
http://health.uconn.edu/creative-child-center%09
http://health.uconn.edu/closing-and-cancellations
http://health.uconn.edu/closing-and-cancellations
http://health.uconn.edu/closing-and-cancellations
https://equity.uconn.edu
http://health.uconn.edu/information-technology
http://opa.uchc.edu
http://publicsafety.uconn.edu/police
http://HR-EmployeeResource@uchc.edu
http://health.uconn.edu/closing-and-cancellations
http://alert.uconn.edu
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The UConn Health Self Learning Orientation is designed to introduce you to the UConn Health 
community and to provide you with valuable information to ensure a smooth transition into your role. 

Please read and review the Self Learning Orientation document, and it’s links, in its entirety. Upon 
completion, please sign the acknowledgement below. 

Unpaid Educational School Sponsored Student Experience and Non-School Sponsored 
Experience: please return your signed self learning orientation acknowledgement to your 
host/preceptor. 

Contracted Vendors/non-employees: please return your signed self learning orientation 
acknowledgement to your UConn Health contract/point person. 

Please Note that for compliance purposes, you must sign the acknowledgement and submit it 
to the appropriate UConn Health contact before starting your assignment. 

I have received, read and understand and will comply with all the information given in the UConn Health 
Self Learning Orientation document. The self-guided orientation includes an overview of the UConn 
Health, Compliance, Police, OSHA Bloodborne Pathogens/Personal Protective Equipment & 
Environmental Safety, and UConn Health policies and procedures including the UConn Health policy on 
Confidentiality. I understand that the performance of my duties I must hold patient, personnel and 
organization information in confidence. I recognize that I have a duty to report violations of this policy. I 
further understand that violations of any UConn or UConn Health policies are cause for disciplinary 
action up to and including termination. Further, I understand that I must complete any additional training 
as required by UConn Health. 

Your signature on this document indicates that you have received, read, understood and will abide by 
all of the above information concerning UConn Health. 

 ______________________________________   _______________________________________  
Signed Signature __________________________  Date 

 ______________________________________   _______________________________________  
Print Name ______________________________  Department _______________________________  

 ______________________________________   _______________________________________  
Authorized UConn Health Representative Signed Signature Date 

 ______________________________________   _______________________________________  
Print Name ______________________________   Department 



COMPLIANCE AND 
PRIVACY / SECURITY TRAINING
Unpaid Student Experience
2019 - 2020
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CONTENT
This training will provide you 
with an overview of the Office 
of University Compliance, 
relevant laws and policies, as 
well as important information 
related to privacy and security 
at UConn Health. 

As you complete this training, 
click on the available links to 
view applicable policies and 
resources.

COMPLIANCE AND PRIVACY / SECURITY TRAINING
Unpaid Student Experience

2019 - 2020

2

Compliance at 
UConn Health

Information Privacy 
and Security

Managing Confidential 
Information and PHI

1

2

3

4 Protecting Electronic 
PHI (ePHI)
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COMPLIANCE AND PRIVACY / SECURITY TRAINING
Unpaid Student Experience

2019 - 2020

1) COMPLIANCE AT  
UCONN HEALTH



WHAT IS COMPLIANCE?

4

COMPLIANCE AND PRIVACY / SECURITY TRAINING
Unpaid Student Experience

2019 - 2020
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YOUR 
EFFORTS

THE 
INSTITUTIONS 

EFFORTS

LAWS AND 
REGULATIONS

POLICIES AND 
GUIDELINES

DOING THE 
RIGHT THING!

In general, compliance is 
about your and the 
institutions efforts to 
ensure that relevant laws 
and regulations, as well 
as internal policies and 
guidelines are adhered to 
at all times. 

Ultimately, compliance is 
about doing the right 
thing!



The Office of University Compliance
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At the direction of the Board of Trustees, 
the University of Connecticut established 
the Office of University Compliance to 
assist in its efforts to promote a culture 
of integrity and ethical behavior, as well 
as to adhere to the increasingly 
numerous and complex federal, state, 
and local regulatory requirements.

At UConn Health, compliance encompasses laws, 
regulations, policies and standards in areas such as patient 
care, billing, reimbursement, student and resident education, 
contracting, research and information privacy and security.
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Ethics & 
Compliance 

Training & 
Education

Compliance 
Monitoring 

Policy Review & 
Development Investigations 

• Serving as a resource 
regarding various ethics 
and compliance matters 

• Providing ongoing 
training and education

• Coordinating 
compliance monitoring 
activities

• Developing and 
reviewing policies

• Identifying and 
investigating 
compliance concerns

The Office of University Compliance has responsibility 
at all campuses, including UConn Health, and is 
committed to supporting the entire institution by:

WHAT WE DO
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health.uconn.edu/policies
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UCONN HEALTH POLICIES

Each of us has an individual 
responsibility to understand and 
adhere to ALL UConn Health policies 
and procedures, and to comply with 
Local, State and Federal laws and 
regulations. 

As members of the UConn Health 
community, we are also expected to 
conduct ourselves in a manner that is 
consistent with UConn Health’s 
standards and core values, 
which include: 

•Knowledge
•Honesty
•Integrity

•Respect 
•Professionalism
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REPORTING COMPLIANCE CONCERNS
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We each have an obligation to report 
known or suspected policy violations or 
compliance concerns. 

While you are welcomed to report 
concerns to your supervisor or the 
appropriate contact person in your 
department, you also have the option to 
report concerns to the Office of 
University Compliance or anonymously 
via the confidential REPORTLINE. 

The REPORTLINE is operated by a 
private company and is available to 
accept reports anonymously 24 hours a 
day, seven days a week. 

1-888-685-2637

Web reporting address:
uconncares.alertline.com
/gcs/welcome 

Available 24 hours a day, 7 
days a week

REPORTLINE
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Retaliation against any individual who, 
in good faith, reports a concern or 
participates in the investigation of 
alleged violations is strictly forbidden.

The Non-retaliation Policy defines how 
UConn Health provides for the 
protection of any person or group 
within its community from retaliation. 

Anyone who believes that they have 
been subjected to retaliation, should 
either contact the office to which the 
initial complaint was filed or the Office 
of University Compliance.

NON-RETALIATION POLICY

View the Non-retaliation Policy
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https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_40.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_40.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_40.pdf
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PRIVACY AND SECURITY
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As a student, you may encounter 
situations in which you have access 
to patient health information or other 
types of confidential information. You 
are obligated to ensure the privacy 
and security of all confidential 
information with which you come in 
contact.

This section will familiarize you with 
important privacy and security 
principles as well as UConn Health 
policies and procedures. 

COMPLIANCE AND PRIVACY / SECURITY TRAINING
Unpaid Student Experience

2019 - 2020

2 – Information 
Privacy and Security



CONFIDENTIALITY POLICY
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Confidentiality applies to all types of information including:

Patient Research 
Participant

Student Employee Social Security / 
Credit Card 

Numbers and Other 
Financial Data

System ID’s 
and 

Passwords

Confidential information should only be accessed, used or shared 
when necessary to carry out your UConn Health responsibilities.

View the Confidentiality Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_43.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_43.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2002_43.pdf
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HIPAA - Health Insurance Portability and Accountability Act

HITECH - Health Information Technology for Economic and Clinical Health Act

The HIPAA Privacy Rule
• established standards to protect 

all forms of health information 
created by health care providers, 
health care institutions and other 
“covered entities.” 

• gives patients certain controls 
over their health information.

The HIPAA Security Rule
• established standards to protect 

electronic health information 
(ePHI).

• outlines security procedures to 
ensure the confidentiality, 
integrity and availability of ePHI.

HITECH resulted in significant changes to HIPAA Privacy and Security 
including widening the scope of privacy and security protections and providing 
incentives for health care information technology.
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Protected Health Information (PHI) 

PHI

PHI is any type of health 
information maintained or 
transmitted in any medium 
(verbal, paper, 
photographed, electronic, 
etc.) that can be linked to a 
specific individual by a 
unique “identifier.” 

ELECTRONIC PHI

Electronic PHI (ePHI) is 
protected health 
information stored on 
computers, storage 
devices, or in any UConn 
Health electronic system
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Some individual identifiers are more obvious than others…

More Obvious Less Obvious 
Name Vehicle identifiers e.g. license plate 

Addresses including email/internet Dates e.g. birth, death, admission

Zip code URL and IP address 

Phone and fax numbers Device identifiers and serial numbers

Social security number Codes related to the individual that can 
be translated into identifiable info

Medical record number Any other unique number or 
characteristic 

License numbers

Account numbers e.g. bank, credit card

Fingerprints

Full/partial photo that could identify an 
individual
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De-identified information 

Information in which all identifiers 
are removed such that the 
information cannot be linked to any 
individual or be re-identified.

De-identified information is not 
considered PHI and, therefore, is not 
protected under the HIPAA Privacy 
rule.

Click here to view the Creation, Use and 
Disclosure of De-identified PHI Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_29.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_29.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_29.pdf
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HIPAA: Patients Rights

Be informed of 
their rights under 

HIPAA and how their 
PHI will be used or 

disclosed.

Have access to 
or obtain copies 
of their health 
information. 

Request 
corrections of 

information in their 
records.

Restrict certain 
disclosures of 

their information.

Receive an 
accounting of 

certain disclosures 
of their health 
information.

Be notified if 
the privacy or 

security of their 
information has been 

compromised.

Patients are entitled to:
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For more information about patient rights under HIPAA:

Notice of Privacy Practices

Patient Right to View His/Her
Medical/Dental/Research and/or 
Billing Record

Patient Right to Request Copies 
of His/Her
Medical/Dental/Research and/or 
Billing Record

Patient Right to Amend His/Her
Medical/Dental/Research and/or 
Billing Record

Patient Right to Request 
Confidential Communications

Patient Right to Request 
Restrictions on Use And 
Disclosure of Protected Health 
Information

Accounting of Disclosures of 
Protected Health Information to 
Patients

https://health.uconn.edu/disclaimersprivacy
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_17a.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_17c.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_15.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_14.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_18.pdf
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Patient Authorization
Patient permission to access, use or share their 
PHI is needed unless the purpose is related to 
Treatment, Payment for treatment, or “Healthcare 
Operations” such as quality improvement, training,  
performance evaluations, audits or as required by 
law.  (These are sometimes referred to as the 
“TPO exceptions.”)

Patient authorization may also be required to use 
or disclose other identifiable data such as patient 
photos or audio/video recordings.

Click here to view the Authorization for 
Release of Information Policy

Click here to view the Visual, Audio, or 
Other Recording of Patient Data Obtained 
Through Any Other Medium Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_16.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2014_03.pdf
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Minimum Necessary 
PHI that is accessed, used or shared for any purpose 
other than treatment, should be limited to the 
“minimum necessary” information needed to 
accomplish the task at hand.

Students at UConn Health may access and use the 
minimum necessary PHI consistent with clinical 
assignments or educational work under the 
supervision of an authorized faculty or staff teacher. 

Click here to view the Minimum 
Necessary Data Policy
Use of PHI in Education

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_21.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2014_07.pdf
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Patient complaints related to the privacy or 
security of their PHI should be directed to:

• Patient Relations Department 
860.679.3176 or

• Office of Privacy Protection 
& Management          
860.679.7226 / privacyoffice@uchc.edu

Patients may also file a complaint with the 
Department of Health and Human Services Office 
for Civil Rights.

Patient Complaints

Click here to view the Patient 
Complaint Regarding Use and 
Disclosure of PHI Policy

mailto:rrudnick@uchc.edu
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_19.pdf


22

COMPLIANCE AND PRIVACY / SECURITY TRAINING
Unpaid Student Experience

2019 - 2020

3) MANAGING CONFIDENTIAL 
INFORMATION AND PHI



23

COMPLIANCE AND PRIVACY / SECURITY TRAINING
Unpaid Student Experience

2019 - 2020
3 – Managing Confidential 
Information and PHI

General Reminders

Wear your UConn Health 
ID badge at all times to 
safely enter and exit 
restricted areas. 

???

If you see anyone in your 
department without proper 
ID, ask questions or notify 
the department manager. 
Do not assume an individual 
has authorized access.

Do not hold a door open 
or allow anyone without 
proper identification to 
access a restricted area, 
especially if you do not 
recognize the person. 

Notify UConn Health 
Police of any immediate 
safety concerns.
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Be sensitive to your surroundings: 

Verbal Communications
Discuss PHI only with those that “need to know” for their assigned job or 
student functions.

Discuss PHI in a 
private area if 

possible.

Lower your 
voice in 

open areas.

Avoid discussions in 
public areas such as 

elevators and 
cafeterias, even if you 
think no one can hear 

you.
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Calling a patient
Use the phone number designated by the patient —
remember, it may be an alternate number.

Confirm that you are speaking with the patient or 
someone that has permission to communicate about the 
patient.

Do not leave PHI on answering machines or with 
individuals not authorized by the patient.

If leaving a message, provide only your name, that you 
are calling from UConn Health, who the message is 
intended for, and ask that the individual return your call.

View the Telephone/Voicemail/Answering 
Machine Disclosure of PHI Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_24.pdf
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Someone calling about a patient
Unless a John Dempsey Hospital (JDH) patient “opts 
out,” hospital directory information may be disclosed 
including:

• hospital room and telephone number to persons 
that inquire about that patient by name (except 
patients on the Psychiatric and Department of 
Correction units).

• a patient’s religious affiliation to members of the 
clergy.

All inquiries about JDH patients must be forwarded to 
the UConn Health Information Desk or telephone 
operators. 

All media requests for patient information must be 
forwarded to Health Marketing and Multimedia.

View the Directory Information: 
Disclosure of a Patient’s 

Information Policy

View the Media 
Relations Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2017/04/policy_08_117_ham.pdf
http://nursing.uchc.edu/hosp_admin_manual/docs/03-005.pdf
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Verifying Callers
Before sharing any PHI, verify: 

• the identity of the individual requesting information, 
including patients who call about themselves.

• that individuals other than the patient have the right to 
obtain the requested PHI.

Ask open ended questions such as “Can you please verify 
your address?” rather than “Is your address still….?”

If an individual’s identity and/or legal authority cannot be 
verified, do not disclose any PHI and report the request to 
your supervisor.

Refer all law enforcement PHI requests (including those by 
UConn Health Police Department) to your supervisor. 

Click the view the Verification of Individuals or Entities 
Requesting Disclosure of Protected Health Information Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_20.pdf
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Protecting PHI on Paper

Do Not:
• Leave documents with PHI in 

your personal vehicle.
• Personally transport or ask a 

patient to transport a paper 
medical record from one 
UConn Health location to 
another.

Do:
• Keep documents that contain 

confidential information in locked 
areas or cabinets.

• Keep notes/papers with PHI with you 
at all times if you must carry them 
and avoid taking into public areas. 
Shred as soon as possible.

• Dispose of paper with PHI in locked 
shredder bins only.

Click here to view the Medical/Dental Patient Records: 
Transportation of Paper Records and Other Media Records Policy 

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2016/02/policy_2016_01.pdf
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Mailing/Handing Documents to Patients                  
Check and initial each page before 
mailing or handing documents with 
PHI. 

Use two forms of identification when 
preparing and when handing 
documents to a recipient.

Be careful with shared printers to avoid 
inadvertently including unrelated 
documents with those being mailed.

Click here to view the Handling Paper Communications 
About Patients including PHI Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2014_09.pdf
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Faxing Confidential Information/PHI
• Confirm the correct fax number before faxing.

• Use UConn Health cover sheets for external 
and internal faxes.

• When faxing outside of UConn Health, always 
dial “9” followed by the number.

• Collect your papers when you leave a fax 
machine.

• If you send a fax to the wrong 
recipient/location or learn of a misdirected fax 
sent from UConn Health, inform your 
supervisor or the Office of Privacy Protection 
& Management immediately. 

• If you receive a misdirected fax from another 
entity, notify the sender.

Click here to view the 
Faxing of PHI Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_23.pdf
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Using UConn Health Electronic Systems 

Electronic resources are university/state 
property and are to be used only for UConn 
Health-related business purposes.

Accesses to electronic patient information 
systems are monitored regularly. 

UConn Health monitors usage of its electronic 
resources, there should be no expectation of 
privacy as it relates to your use of UConn Health 
systems and data.

Log off when you step away from a computer on 
which you have been working. 

Click here to view the Information 
Technology Computer/Electronic 

Resource Use Policy

Click here to view the UCHC 
Information Security: Acceptable 

Use Policy

Click here to view the UCHC 
HIPAA Security Virus Protection 

Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2007_07.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2011_02.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2005_10.pdf


Password Security: The First Line of Defense
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Create strong but easy to remember 
passwords by using passphrases such as:

• Don’t3fuzzy6Bus

• stop1Hut’s2foam

Do not share your password 
with others or allow anyone 
to access electronic systems 
using your login information.

Never write your password 
on a piece of paper taped to 
your monitor or kept where it 
is accessible to others.

You will be held 
responsible for all 
accesses by another 
individual using your login 
information.

Click here to view the UCHC Information 
Security: Systems Access Control policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2011_03.pdf
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HealthONE

HealthONE is UConn Health’s electronic medical record (EMR). 

The EMR puts all inpatient and outpatient health 
care providers, physicians, nurses, pharmacists, 
and other clinical staff on one electronic platform 
and allows the entire care team to have 
immediate access to the same patient data.

HealthONE also allows UConn Health to 
exchange patient data with other health care 
institutions.

For more information: 
http://uconnhealthexpress.uchc.edu/

http://uconnhealthexpress.uchc.edu/
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ePHI Privacy Reminders

Before you click on, open, use or disclose PHI, ask yourself “Do I need this 
information to complete an assigned task?

• If the answer is “yes,” it is likely OK.
• If the answer is “no,” don’t do it.

Unless related to your assigned student responsibility do not access, use or share 
PHI related to family, friends, employees, supervisors, and other students. 

Electronic devices must be scrubbed of all UConn Health information, especially 
PHI, before removing from use.

Click here to view the Disposal of Documents/Materials Containing PHI and 
Receipt, Tracking and Disposal of Equipment and Electronic Media 
Containing Electronic Protected Health Information Policy

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2008_01.pdf
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Mobile Computing Devices (MCDs)
Any device used to access confidential UConn Health data or 
clinical network must have approved security controls.

Personal smartphones or tablets used for email or other UConn 
Health business must be registered and secured through IT’s 
Bring Your Own Device (BYOD) program.

Report any lost or stolen mobile devices to the UConn Health 
Police Department immediately. 

Click here to view the Mobile Computing 
Device (MCD) Security Policy

https://health.uconn.edu/information-technology/products-and-services/telecommunications-and-voice-services/bring-your-own-device-byod/
https://publicsafety.uconn.edu/police/contact/uconn-health/
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2008_03.pdf


37

COMPLIANCE AND PRIVACY / SECURITY TRAINING
Unpaid Student Experience

2019 - 2020
4 – Protecting Electronic 

PHI (ePHI)

Emailing Confidential Information/PHI 

Emails containing confidential information or 
PHI that are sent outside of the UConn 
Health network must be encrypted.

Communicate via email only with individuals 
that are properly authorized to receive the 
information.

Remember, recipient names may auto-
populate the “To” or “cc” lines, so check all 
names to be sure you are sending to the 
correct individual(s).

Click here to view the 
Electronic Communication 
of Confidential Data Policy 

Click here to view the Email 
Communication with Patients / 
Research Participants Policy

Click here to view the 
Guidelines for Outlook Email 

Encryption

https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2011_04.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2012_01.pdf
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2011_04_addendum.pdf
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To send an encrypted email

Click the secure icon in the upper left hand corner of the email message 
screen or
Type [secure] (brackets and the word) in the email subject line or body.

[secure]
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Encryption: Remember “SAFE”

Stolen or lost devices are protected from data theft.

Access and transmit data securely.

Follows HIPAA regulations.

Ensures data integrity and maintains privacy.
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For texting, use one of the following UConn Health 
approved secure applications:

• Voalte Personal Communicator

• TigerText application

For instant messaging, use Skype for Business.

Report any texts sent without appropriate software 
immediately to your program director and the IT 
Security Office.

Information related to your UConn Health work should 
not be shared on social media. Someone may be able 
to identify a patient even when minimal identifying 
information is posted.

Texting and Social Media
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Social Engineering
Social engineering describes a range of malicious activity 
designed to trick individuals into giving away personal 
information and/or installing harmful software onto their 
electronic devices or network.

Common scams:
Phishing: email that invites users to click on links leading 
to malicious websites in order to steal IDs and passwords.
SMiShing (SMS Phishing): uses SMS services to send 
bogus texts.
Social Media Phishing: phishing on social media sites 
like Facebook and LinkedIn. 
Vishing (Voice Phishing): traditional phone scams.
USB drop: malware-infected USB thumb drives left on the 
ground waiting to be picked up and used by unsuspecting 
passers-by.
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How to spot a phishing expedition
The request is urgent and asks for some type of 
credentials.

There are penalties for not complying with the 
request.

Spelling errors in the message.

The email and signature are generic, such as 
“Thank you—The Helpdesk” and are missing 
logos, accurate phone numbers, names and titles.

The URL web address doesn’t make sense and is 
unrelated to the supposed requesting party.

How to report suspicious email 

Helpful Resource:
PhishAlarm is a tool 
which allows you to 

easily report suspicious 
email. 

Click here to learn 
more about 
PhishAlarm.

https://health.uconn.edu/information-technology/wp-content/uploads/sites/45/2019/04/PhishAlarm-User.pdf
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Ransomware

Ransomware, usually loaded by clicking on email links or attachments,  is 
malicious software designed to block access to a computer system until a 
sum of money (ransom) is paid.

Healthcare has been targeted by attackers and is especially vulnerable as 
ransomware can block access to electronic patient records.

Patient care services may be disrupted and the confidentiality of patient 
information is jeopardized.
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Protect Yourself and UConn Health
• Be wary of suspicious emails, texts or phone calls that request 

confirmation of your personal information, offer help or direct you to 
act immediately.

• Stop and think before clicking on unsolicited links, attachments or 
downloads.

• Ask questions before acting on any request.
• Keep up to date with anti-virus and anti-spyware security.
• Never use USB drives or CDs that are free or found if you don’t 

know the source of the device.
• suspected phishing and other suspicious emails should be sent to 

servicedesk@uchc.edu

For more information: Cyber Security Awareness 

https://health.uconn.edu/information-technology/about-us/divisions/it-security/cyber-security-awareness/
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Identity Theft

There are certain “red flags” that signal possible ID theft such 
as:

Suspicious 
documents that 

appear to be forged 
or altered.

Inconsistent 
personal 

information such as 
address and phone 

number.

Individuals that are 
unable to provide 

identity authentication 
such as answers to 

challenge questions.

Trust your gut. If something doesn’t seem right, contact your supervisor or 
the Office of Privacy Protection & Management.



46

COMPLIANCE AND PRIVACY / SECURITY TRAINING
Unpaid Student Experience

2019 - 2020
4 – Protecting Electronic 

PHI (ePHI)

Privacy/Security Incidents
If you know of, or suspect an improper access to or disclosure of PHI or a 
security risk such as hacking, immediately notify your program director and 
the appropriate office:

Office of Privacy Protection & Management: 
860.679.7226 
privacyoffice@uchc.edu

IT Help Desk
860.679.4400 
helpdesk@uchc.edu

REPORTLINE: 888.685.2637 (completely anonymous)

Click here to view the Breaches of Privacy and Security 
of PHI and Confidential Information Policy

mailto:privacyoffice@uchc.edu
mailto:helpdesk@uchc.edu
https://health.uconn.edu/policies/wp-content/uploads/sites/28/2015/07/policy_2003_09.pdf
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Privacy and Security Resources 
Office of Privacy Protection & Management 
Rachel Rudnick, Chief Privacy Officer 
860.679.7334 
rrudnick@uchc.edu

IT Security Office 
Carrie Gray, Director
860.679.2295 
cagray@uchc.edu

IT Help Desk
860.679.4400 
helpdesk@uchc.edu

CLICK HERE TO VIEW 
PRIVACY POLICIES

CLICK HERE TO VIEW 
SECURITY POLICIES 

mailto:rrudnick@uchc.edu
mailto:cagray@uchc.edu
mailto:helpdesk@uchc.edu
https://health.uconn.edu/policies/policies-specific-areas/specific-area-hipaa-privacy/
https://health.uconn.edu/policies/policies-specific-areas/specific-area-hipaa-security/
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TRAINING 
QUESTIONS?

Contact:
Office of University Compliance

860.679.1969

UniversityCompliance@uconn.edu

mailto:UniversityCompliance@uconn.edu


Acknowledgement of UConn Health Confidentiality Policy 

I have read, understood, and will comply with UConn Health’s Confidentiality Policy.  

Print Name:_________________________________________ 

 

Signature:___________________________________________ 

 

Date:_______________ 



 
 

 
 
 

Unpaid Student Experience 
Training Attestation  

 
Acadeŵic Yeaƌ ϮϬϭϵͲϮϬϮϬ 

 
 
By signing below, I acknowledge that: 
 

� I have completed this training, which covered the following: 

o Compliance at UConn Health 
o Information Privacy and Security 
o Managing Confidential Information and PHI 
o Protecting Electronic PHI (ePHI) 

 
� I have read, understood and will abide by the University of Connecticut Code of Conduct. 

 
� I agree to abide by all policies referenced in this training. 

 
� I have been informed about how to ask questions of or report concerns to the Office of 

University Compliance, the Office of Privacy Protection and Management, and/or the IT 
Security Office. 
 

� I understand that University policy prohibits retaliation toward any individual asking 
questions of or reporting concerns to, the appropriate authority. 
 

� I understand that violations of the University of Connecticut Code of Conduct and/or 
University/UConn Health policies may result in disciplinary measures, as appropriate. 

 
 

Signature: ______________________________________________ 
 
 
 

Printed Name: ___________________________________________ 
 

 
 

Date: __________________________________________________ 
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the�experience�is�intended�for�academic�pur

 SAFETY CHECKLIST FOR UNPAID PARTICIPANTS  
        WITH POTENTIAL EXPOSURE TO WORKPLACE HAZARDS 

 
Applicant�and�Host�Information�� �

��Applicant�Name:�� ��Date�of�Birth:����������������������������������������������������������������

Host�Name:�� �Email�address:�

���UConn�Health�Host�Department/Division:�

Who�will�train�and�supervise�the�applicant?�

��
�

Exclusions:��

Any�activities�involving�participants�under�the�age�of�18�must�comply�with�the�University’s�Minor�Protection�Policy�and�Procedures.��The�following�
additional�restrictions�also�apply:�

x Minors�are�prohibited�from�working�or�studying�with�or�around�radioactive�material�or�radiationͲproducing�equipment,�biological�
agents,�hazardous�chemicals,�powerͲdriven�equipment,�or�high�voltage�equipment.��

x Minors�are�prohibited�from�directly�working�with�laboratory�animals.��Minors�cannot�enter�the�vivarium.��

x Minors�observing�animal�experiments�or�potentially�exposed�to�animals�by�otherwise�working�areas�where�animal�work�is�performed�
must�adhere�to�additional�requirements�at�the�discretion�of�the�Office�of�Environmental�Health�and�Safety.��

x Minors�are�prohibited�from�entering�sensitive�locations,�which�may�include�clinical�care�areas,�some�research�areas,�and�secured�unites,�
at�the�discretion�of�Human�Resources,�the�Office�of�Environmental�Health�and�Safety�and�the�department/unit�manager.��

�

�����

Instructions:�

As�the�host,�you�are�accepting�the�responsibility�for�ensuring�the�safety�of�the�participant�named�above�while�working�under�your�supervision.��
Please�discuss�each�item�below�with�the�individual.�Your�initials�and�signatures�verify�you�have�provided�the�information�indicated.��

�
�

�

Action�Item:�
�

Yes�
�

No�

1. Will�the�participant�work�in�a�laboratory?�(If�yes,�contact�the�Office�of�Environmental�Health�and�Safety).
�

� �

2. Will�the�participant�work�in�a�nonͲlaboratory�area�with�the�potential�for�exposure�to�hazardous�chemicals?�(If�yes,�contact�the�
Office�of�Environmental�Health�and�Safety).�
�

� �

3. Will�the�participant�work�with�or�in�an�area�with�radioactive�materials,�equipment�producing�ionizing�radiation,�or�lasers?�If�
yes,�contact�the�Office�of�Environmental�Health�and�Safety�as�training�must�be�completed).�
�

� �

4. Will�the�participant�work�with�laboratory�animals?�If�yes,�contact�the�Office�of�Environmental�Health�and�Safety).�
�

� �

5. Will�the�participant�be�exposed�to�human�blood�or�infectious�materials?��(If�yes,�contact�the�Office�of�Environmental�Health�
and�Safety).�
�

� �

6. Will�the�participant�require�personal�protective�equipment?�(If�yes,�then�the�participant’s supervisor�must�provide�it,�train�the�
student�in�its�proper�use,�and�inform�him/her�about�the�tasks�requiring�such�use).�
�

� �

�
�
�
�
�
�

Internal Medicine Outpatient Clinic

Christopher Steele, Jacqueline Steele, and Henry Siccardi

x

x

X

X

X

X

Christopher Steele, Jacqueline Steele, and Henry Siccardi
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�

�

Action�Item:�
Participa
nt������
Initials��

�
Host�
Initials�

7. Participants�are�prohibited�from�working�with�hazardous�materials,�including�bloodͲborne�pathogens,�chemicals,�radiation�
and/or�stored�energy�(e.g.�steam,�electricity,�hydraulics).��This�is�consistent�with�UConn�Health�Policy�2002Ͳ52.�

� �

8. Discuss�safety�procedures�regarding:�
�

a) Use�of�autoclaves��
�

� �

b) Disposal�of�hazardous�wastes,�expected�as�directed�by�the�Principal�Investigator�
��

� �

c) Work�with�hazardous�chemicals�except�for�those�used�in�the�quantities�and�manner�approved�by�the�P.I.��
�

� �

d) Activities�or�work�with�unfixed�human�materials�and�other�potentially�infectious�materials�that�could�result�in�
potential�exposure�(splash,�contaminated�sharps,�etc.)�irrespective�of�any�personal�protective�equipment�use��

�

� �

e) Use�of�lasers�or�systems�containing�lasers�
�

� �

f) Work�with�radioactive�materials�and/or�radiation�producing�equipment�(i.e.,�xͲray)
�

� �

g) Other�Department�restrictions� � �

9. Discuss�location�and�use�of�emergency�eyewash�and�location�of�emergency�shower�(without�shower�activation).��Stress�that�
in�case�of�contact�with�a�hazardous�material�immediately�flush�that�body�area�with�copious�amounts�of�water.��

�

� �

10. Brief�participant�on�emergency�evacuation�procedures,�the�location�of�the�laboratory�assembly�point,�dialing�of�x7777�or�911�
for�emergency�assistance�and�location�of�fire�pull�stations.��
�

� �

11. Brief�participant�that�in�case�of�a�spill�that�they�are:�to�leave the�immediate�area,�not�clean�it,�and�promptly�seek�assistance�
from�the�Host�or�Office�of�Environmental�Health�and�Safety.����

� �

12. Provide�at�no�cost�to�the�participant�appropriate�personal�protective�equipment.��The�participant�should�not�be�doing�tasks�
with�potential�for�a�liquid�splash�of�hazardous�materials�or�airborne�objects.��

� �

13. Discuss�protective�gloves�and�what�glove�to�use�and�provide�these�at�no�cost.�
�

� �

14. Emphasize�that�no�food�or�drink�is�allowed�in�laboratory�areas�where�chemicals,�radioactive�materials�and�human�
materials/infectious�agents�are�used.��
�

� �

15. Outline�the�authorized�activities,�the�potential�risks�and�the�procedures�and�equipment�that�must�be�followed�to�minimize�
those�risks.�Specific�items�covered�may�be�listed�below.��
�
______________________________________________________________________________________________________�
�
______________________________________________________________________________________________________�
�
______________________________________________________________________________________________________�
�
�

� �

16. Designate�yourself�(and�a�staff�member�if�possible)�as�responsible�for�supervising�the�participant�and�answering�questions.��
NOTE:�Participants�under�18�cannot�be�unattended�in�the�laboratory.��

�

� �

17. Outline�the�UConn�Health�mandate�for�prompt�reporting�of�any�injury�or�exposure�that�may�affect�health.��The�applicant�
must�report�this�to�BOTH�the�Host�and�Human�Resources�at�x8367.��Participants�requiring�medical�evaluation�or�emergency�
treatment�should�visit�the�Emergency�Department.���

� �

�
�
�
�

Keep�a�copy�of�form�in�participant�file�and�return�original�form�to�the�Office�of�Environmental�Health�and�Safety�
�

�
�����������______________________________________________��������������____________________________________________�
�����������Host�Signature�� � � � ����������������Date� �����������Participant�Signature�� � ��������������������������Date�
� �
����������Rev�6/06,6/07,4/08,4/09,5/10,5/11,5/12,5/13,5/14,8/16�
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Volunteers will be interacting with patient's in waiting rooms. They should use hand 

sanitizer or wash hands before and after interacting with a patient in the waiting 

room.

8/30/19


